Scams, Hackings, Distractions and Downright Dishonesties (1/28/13)
“Trust everyone, but cut the cards”.  These words of Finley Peter Dunne may be especially applicable to computers these days.  As I have frequently said, a little paranoia is good, but don’t get carried away.  Below are listed some problems, scams and dishonesties that you may encounter working with your PC.  The more you know about these things, the less likely you are to be entrapped by them.  They range from the blatant to the subtle and, perhaps, are best described by example.  Here goes:

Phishing (sic) Scams
These typically come to you in an email (or possibly as a pop-up window).  At first glance they often look and sound official.  They may appear to come from a bank or a reputable retailer – complete with a logo.  The bottom line is that they tell you that your account is messed up (perhaps your assets frozen) and the only way to clear it up is to verify your password, user name, address, etc.  Don’t!  This is an attempt to get you to voluntarily provide the secret access information.  Under this scam, a retailer may tell you you’ve won a “shopping spree” or a free laptop (from Target, Best Buy or Wal Mart).  You didn’t!  They want your email address and other relevant information.   
Just remember: No reputable institution, such as a bank, will ever notify you of a problem by email.  Ignore them.  If you want, call the bank and tell them about, but likely nothing will come of it.  If you fall victim to a Phishing scam, you must call the bank and tell them.
A variation of this scam is to tell you that due to some problem, your email address is being deactivated unless you supply your password, etc.  Don’t respond.

Email Hacking
Web-based emails, such as @yahoo.com, @gmail.com and @hotmail.com are especially vulnerable to hackers.  When this type of account is hacked (your password broken), typically the bad guy will send out an email to everyone in your address book…looking like it came from you… that frequently contains a virus in the form of an infected link reference.  Their objective is to get the recipients to open the link in the email and infect that recipient with a Rogue Virus (see Rogue Virus later in this write-up).  If this happens to you, likely you will get a lot of phone calls from folks in your address book asking what is going on.  Your main recourse is to change your password to the web-based email.  You might also want to email your contacts and say that it wasn’t you who did this.  Characteristic of these hacker-generated emails are: No subject, email not signed, email contains a link that makes little sense and the body of the email is sketchy, at best.
Variant of this hack job is to send an email that says you are stranded in …some country… without a passport and you need money…  or you have been detained by authorities in …some country… and need bail money.

Rogue Virus
This is a program that likely comes to your machine by visiting an infected website.  The typical Rouge calls itself something that looks legitimate such as “Security Shield 2013” or “Windows 7 Security”.  These are misleading names because the programs are frauds.  What they do is pretend to scan your computer and tell you how badly you are infected…and for only $79.95… they will fix you.  Note: No real virus checker will EVER install itself and then scan without being asked.  What this amounts to is pure and simple extortion. This type of infection has been called ‘scareware’ because their idea is to frighten you into thinking that you need to buy their (worthless) software.  If you buy it, symptoms will go away for a while.  But you have paid a blackmailer.  Who knows where it will end? Some of these programs may even describe themselves as "Microsoft Partners"... wrong!  Don't be fooled.  There is one Rogue that locks your screen and says the FBI needs to pay a fine!
There are several courses of action that can deal with this type of virus – the two most effective are: 1) doing a System Restore to a point before you had the virus or 2) by running an updated version of Malwarebytes Anti Malware.  Some of these viruses are so clever that they will disable your ability to update and/or run Malwarebytes.  This is where you may have to boot into Safe Mode (tap the F8 key during boot) and then install or run Malwarebytes.  In some extreme cases it may require you go into DOS to fix it.
The Internet is a virtual limitless source of information about virus removal.  Do a Google Search on the Rogue name and add the word “removal” to it. The result will likely suggest a good method to get out of your dilemma.
Distractions
This greatly resembles the “bait and switch” approach used by retail stores.  In this scenario, you may go to a very good website such as www.filehippo.com to download a free program.  Sometimes getting that program to start downloading takes as many as three or four clicks on the right buttons.  You may be looking to download CCleaner for example, which has a very good free version.  During the series of clicks you may be offered a pay version in such a way that it makes you think the free one is worthless.  It might say “no support” next to the free one.  Well, that’s OK.  Also there may be larger download buttons to click on that seem right.  In the end you will get a window that opens to Run or Save the file.  Make sure the program name in that window is, in fact, the program you were targeting.  

Beware of buttons that say “Free Download” and “Free Scan”.  These both may be true, but once downloaded or scanned, no correction is done to your computer without paying.  When in doubt Google the software you are looking for.  There are many websites that review these items.  There is an awful lot of very effective free software available.  This is why I shy away from pay virus checkers such as Norton, McAfee or Kaspersky.
Calling Cox or Century Link
Cox and Century Link employees often earn an A+ for patience and politeness.  Maybe one call in ten that is made to them is actually warranted.  The other nine involve situations that could have been resolved without them.  Since they are only concerned about their service, they are not sympathetic to folks who have installed their own routers, solar panel monitors or Magic Jack Boxes.  When they find out you have any of these devices, they will want to talk you through removing them to verify that their service is OK.  See last section under If you Cannot Connect to the Internet.  Depending on their level of frustration the person on the phone may try to set up an appointment for a technician to come to your house or they may suggest you call Microsoft.  
Calling Microsoft
Microsoft actually does have telephone support (honest), but be careful.  First of all calling Microsoft should be an absolute last resort.  Secondly, some phone numbers you get off the internet may say Microsoft Support – but they are not REALLY Microsoft.  This is like Joe’s Auto Shop saying “Chevrolet Repair” where he does everything to make you think he is a Chevrolet Dealer – when, in fact, he is an independent, or worse, a crook.  Microsoft Support could be of this ilk.  Here is how you can tell.  You place a call; they listen to your problem; they might even use a remote connection (with your permission) to take control of your computer to diagnose the problem (sounds good so far) and then…; they say they can see the problem and they would be glad to fix it for some exorbitant fee.  They will say something like for $395 we’ll guarantee to fix your problem and give you two years worth of support.  Run the other way!  First of all that’s WAY too much money and secondly, you pay with the “guarantee” of fixing it.  If you pay and they don’t fix it, guess what?  No refund. (You could actually buy a new computer for what they want to charge).  These folks may work out of a boiler room and are scammers.
A variant of this is a cold call scam.  You many get a call at home from someone saying they are from Microsoft.  They will explain (falsely) that they have noticed some activity from a computer in your household that involves a virus.  They need to have a look, remotely, at your computer to remedy the situation.  Of course they claim to find something and want to charge you, dearly, to fix it.  Even if you ask them to call you back later they may very well do that.  See if they will let you call them back. Regardless, this is a total scam.  Don’t fall for it.  String them along to have some fun, but don’t ever pay them or allow access to your computer.

Why do People Do This?

The answer is almost always money.  Every one of these scams is designed, some how, to get money out of someone, somewhere.  If they can get you to buy a worthless product, or subscribe to a less-than-stellar service, they have succeeded.  Most people doing this are off shore.  Many credit card companies are aware of these scams and will sometimes call you if you try to pay for one.  They will say something to you like, “There has just been a charge authorized on your card to Kazakhstan” and ask you if you really want to go through with it.  First it’s best if you don’t authorize it, but this is a chance to stop it.

Even legitimate companies selling products like Norton, McAfee, Spyware Doctor delight in giving you the convenience of automatic renewal of your subscription on your credit card.  I personally don’t think this is a very good idea.  Rather, let the computer remind you that your subscription is about to expire so you can proactively pay for it – if you want to.  Many who agree to automatic renewal forget about it and then realize that your card has been debited too late to get your money back.
If you Cannot Connect to the Internet

If your ability to connect to the Internet has been lost, here are several things to try before you call Cox, Century Link or anyone else.  I’m assuming, of course, that you have paid your bill and you are supposed to have service.  Symptoms of not being connected can show as no email being received or a browser showing a white page that says “cannot display the web page” or a message balloon that says connection lost.

First of all, it is highly UNlikely that the Cox or Century Link Service is really down.  The first thing to do is to look at your modem.  This is the box that is connected to the wire that comes right out of the wall.  You need to check the status of the lights.  With Cox the light labeled “online” or “cable”, depending on the modem brand, should be on without blinking.  With a CL box the light labeled “Internet” should be on steadily.  If this is not the case, you need to “power cycle” your modem, which is done by turning it off (pulling the power wire out of the back), waiting about 15 seconds and then plugging it back in.  Wait for the lights to settle down.

If you are using a router to split the Internet signal or to make your house wireless, you must power cycle the router AFTER you cycle the modem.  The sequence is extremely important.  On the router, there will be a light showing the presence of the Internet (might be a lower case “i”) that should be glowing green.  Routers vary in their design, but there will be a light indicating the Internet is there.  After that you need to re-establish the IP address on the computer.  This is most easily done by rebooting it.

If you still have no Internet you must decide if you are wired or wireless.  If wired, make sure the wire, usually a Category Five (Cat 5) is connected securely to both the router and the computer.

If you are wireless, make sure the switch is ON that has your computer seeking a wireless signal.  This can be a physical switch that is often on the edge of a laptop or it can be a “function” switch that is controlled by a keyboard key.  If you can’t find a switch, there is always the possibility that your laptop is too old to be wireless.  Desktops, as a rule, are not automatically wireless.  They can be made so but installing a PCI card for that function or buying and installing a USB wireless adapter – sometimes called an access point.  

If you mean to be wireless and the switch is ON, now you have to find the network name (SSID) that you want to connect to.  

XP and Vista– Click start, then find Connect To in the right column and click on Show Wireless Connections.  Pick the one you want and ask it to connect.  If a Web Key is needed it will ask for it here.

Win 7 & 8 – In the lower right corner next to the clock, on the desktop, there will be five bars for signal strength.  Click it and choose the wireless network from the list that flies up.  Again Web Key will be requested.

If it can’t connect or shows “local only” recycle the modem and router again.  Dell computers sometimes use a piece of proprietary software for wireless connection.  If you have a Dell you may need to look at this.

Here is another possible cause for dropping wireless connection.   It is possible that the signal strength is not strong enough to maintain a connection.  This can happen if you are too far from the router or there are too many obstructions – like exterior walls, desks or appliances in the way.  If signal strength is low, play with the location of the router.   If you are normally connected wirelessly and the signal strength is good, yet the connection drops frequently, it is very possible that the “firmware” (a program inside the router) is in need of an upgrade.  Type into Google “upgrade firmware brand name” (without the quote marks) where brand name is the brand of your router… could be Linksys, Netgear, Belkin, Airlink or D-Link.  It will give you directions.

Another possible cause of Internet-connection loss could by a class of Virus called a Rogue.  Viruses in this category get around all normal virus checkers and throw a switch that prevents Internet connection.  In addition to throwing this switch, however, there are usually other messages (that may appear somewhat legitimate) telling you that your computer is infected and trying to sell you some worthless software.  First) don’t buy the software, and secondly) Open Control Panel, Choose Internet Options, Choose the Connections Tab, then pick LAN setting in the lower right.  On the next window there should NOT be a check next to “Use a proxy server for your LAN”.  If there IS a check there, you likely have a Rogue.  Remove the check and click OK.  Then run Malwarebytes.  If it doesn’t run, boot into Safe Mode and try it again.

Finally, there is always a chance of a hardware failure – Modem, router, computer card.  This is the least likely of the possible causes of lost Internet, but it can’t totally be ruled out.  To verify a failed modem you will need to talk to Cox or CL, but don’t call them until you have exhausted the other things described above      
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